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This paper gives a high-level technical
description of the AURORA KMS. As outlined
in the product data sheet, AIT's KMS for
QKD Networks is available in two ver-
sions: AURORA KMS Core and AURORA KMS
Extended. This document provides addi-
tional technical information on the feature
descriptions, with the extra features avail-
able in the AURORA KMS Extended high-
lighted in a colored box. The feature
descriptions are based on version v3.0.0.
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Figure 1: AURORA KMS on Hardware (top,
highlighted with arrow), integrated with
KEEQuant QKD device (below) and Wire-
guard VPN application (bottom)

1 Application interface

The AURORA KMS supports the ETSI GS
QKD 014 [1] v1.1.1 API, the de-facto
standard in the QKD ecosystem, therefore
compatible with all applications supporting
it. The compatibility was verified in deploy-
ments with the following applications:

* ADVA encryptors

* Thales Mistral encryptors

* Wireguard VPN with Arnika extension
* Research Systems

The AURORA KMS Extended additionally
supports ETSI GS QKD 004 v2.1.1 [2]
using http, https or CoAP. It also supports
CISCO SKIP [3].

2 QKD Device Interface

The AURORA KMS connects to QKD devices
via the ETSI GS QKD 014 v1.1.1[1] APl It
is therefore compatible with all devices sup-
porting it. The compatibility was verified in
deployments with the following devices:

* LuxQuanta

¢ ThinkQuantum

« QTI

e KEEQuant

* Quantum Optics Jena
e Q*Bird

* ID Quantique

e zerothird

* heqa

In addition, the AURORA KMS Extended |
comes with an ETSI GS QKD 004
v2.1.1 [2] push mode interface using
CoAP. This interface has been validated
in research projects with non-commercial
QKD devices and also integrates with
AlT’s Postprocessing software.

3 Management Interface

The AURORA KMS comes with an http REST
API, described with OpenAPI, that allows the
extraction of the following KPIs:

* Key Availability (KAV): indicates the
number of keys available for use by
applications or internally.

* Internal Key Rate (IKR): indicates the
key rate for internal usage to generate
ITS MACs and for ITS encryption.

* External key Rate (EXKR): indicates
the key rate for external usage by
applications on the node.

* Secret Key Rate (SKR): indicates the
key rate of the QKD layer as received by
the KMS.

The management interface allows:

* Connect and disconnect QKD devices.
* Query the KMS status and version.
* Retrieve Logging information.
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the hop-by-hop relay technique outlined in
"case 2" of ITU-T Y3803 [4] as shown in
fig. 2. All messages on this interface are
ITS authenticated and integrity protected
with an ITS MAC. Additionally, relayed key
material is encrypted with ITS encryption.
Furthermore, this communication is pro-
tected via TLS 1.3.

5 Key management

In this section an overview of the key
management features are presented.

5.1 Key Lifecycle and Reserve

The key lifecycle implementation complies
with NIST SP 800-57 [5]. Keys retrieved
from the QKD layer are synchronized with
the peer, ensuring ITS integrity and authen-
ticity. This key confirmation mechanism is
best practice in key exchange protocols and
also compliant with recommendations for
key management [5].

After the keys have been confirmed on
both sides, they are added to the key pool,
ready for use. Then, depending on needs,
a batch of this pool is dynamically allocated
for internal or external use.

Key material is zeroized after it has been
used or provided to the user. Metadata
and the key history is maintained, for a
configurable duration for audit purposes,
but no key material can be derived from it.

5.2 End-to-End Key Establishment

When an application requests keys via
the key provisioning interface, the KMS
reserves a key batch for that pair of ap-
plications. If required, it resizes the keys
to the requested size and ITS forwards
them hop-by-hop, as shown in fig. 2. The
forwarding mechanism is ITS encrypted, ITS
authenticated and ITS integrity protected,

Figure 2: Outline of the AURORA KMS key
relay mechanism feature.

a unique capability of this approach. The
final key is obtained by a Random Number
Generator. If available, a TPM 2.0 Hardware
RNG is used to source the keys.

5.3 Key Reformatting

The AURORA KMS can reformat the received
QKD keys to the Application’s demands.

5.4 Group Key

(The AURORA KMS Extended supports
group keys as described in ETSI GS
QKD 014 v1.1.1 [1]. The group keys
are provided to multiple applications in
the network and zeroized as soon as all
participants have received the key.

. J

5.5 PQC Hybridization

(TheAURORA KMS Extended can hybridize
the key delivered to applications using
PQC and classical algorithms as shown
in fig. 3. When an application requests
a key, ITS QKD key forwarding is per-
formed as usual. An independent second
channel is then established using PQC
and classical cryptography. The QKD key
and the secret established via the second
channel are then hybridized according to
NIST SP 800-56C [6].

- J
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Figure 3: Outline of the PQC hybridization
feature of the AURORA KMS Extended.

6 Networking

The key relay path can be statically con-
figured. In addition, SDN aided routing is
supported by the AURORA KMS Extended.

6.1 Static Configuration

Both versions of the AURORA KMS can be
statically configured, which has the ad-
vantage that no additional component is
required. The disadvantage though is that
it cannot adapt dynamically, however, for
medium networks with medium demands
a static configuration is usually sufficient.
A network planning tool for static con-
figuration is provided that generates all
configuration files and required certificates.

6.2 SDN Framework

Figure 4: Screenshot of the WebUI visual-
izing the KPIs of one KMS, a feature of the
AURORA KMS Extended.

(The AURORA KMS Extended comes with
an SDN framework. This is a completely
independent software stack composed
of an SDN Agent and SDN Controller,
following the architecture outlined in ETSI
GS QKD 015 [7]. It is used to determine
the key forwarding path and monitor the
KPlIs of the KMS layer.

It also comes with a network manage-
ment WebUI, as depicted in fig. 4, al-
lowing for remote KPI monitoring and
configuration.

6.3 Development

The AURORA KMS is developed following
industry grade test driven development
methods. The unit-test line coverage
achieves 90%. Static and dynamic code
analysis is performed automatically during
development to detect vulnerabilities. The
AURORA KMS is tested in simulation and inte-
gration tests. It was deployed as part of the
Austrian QCI in QCI-CAT and additionally, it
was deployed in Telefénica’s Madrid QKD
testbed and in various other exhibitions and
demonstrations.

7 Details and Contact

You can find more details and news on the
product page qkd-kms.ait.ac.at, where
you can find references to publications [8,
9, 10, 11] which provide further details.
You can also contact the team directly via
aurora-qci-info@ait.ac.at.
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